Observer-Based Control for Cyber-Physical Systems Under Denial-of-Service With a Decentralized Event-Triggered Scheme.
This article concerns the problem of observer-based event-triggered control for cyber-physical systems (CPSs) under denial-of-service (DoS) attacks. In contrast to the existing studies where DoS attacks on different channels are the same, the considered attacks compromise each channel independently. Correspondingly, a decentralized event-triggered scheme is adopted based on the tradeoff between the transmission efficiency and tolerable attack intensity with guarantees on the closed-loop stability. Inspired by the Lyapunov theory for switched systems, the proposed stabilization criteria reveals a link between the tolerable attack intensity and the event-triggering parameters. An example is finally provided to illustrate the effectiveness of the proposed approaches.